Radiant Complexions Dermatology Privacy Policy

What information do we collect?

We collect information from you when you register on our site, place an order or subscribe
to our newsletter.

When ordering or registering on our site, as appropriate, you may be asked to enter your:
name, e-mail address, mailing address or phone number. You may, however, visit our site
anonymously.

What do we use your information for?

Any of the information we collect from you may be used in one of the following ways:

e To personalize your experience (your information helps us to better respond to your
individual needs)

e To send periodic emails (The email address you provide for order processing, may be
used o send you information and updates pertaining to your order, in addition to
receiving occasional company news, updates, related product or service
information, etc.)

Contact possibility via the website

To serve you beftter, Radiant Complexions Dermatology, lowa Dermatology, Mid-lowa
Dermatology and our partners use several contact forms and appointment forms to be able
to respond quickly to your needs. These forms do ask for some limited personal information
fo be able to serve you better and to be able to schedule an appointment. We may reply
to you via e-mail and or phone to make sure your questions and needs are being met. All
sensitive information is kept secure and no information is stored on our system. There is no
transfer of this personal data to third parties.

How do we protect your information?
We implement a variety of security measures to maintain the safety of your personal
information when you enter, submit, or access your personal information.

We offer the use of a secure server. All supplied sensitive/credit information is fransmitted via
Secure Socket Layer (SSL) technology and then encrypted into our Payment gateway
providers database only to be accessible by those authorized with special access rights to
such systems, and are required tfogkeep the information confidential.

After a transaction, your private information (credit cards, account numbers, efc.) will not
be stored on our servers. This is why you will have to reenter your information each and
every fime you make a purchase or pay your bill online.

Do we use cookies?

We do use cookies. These cookies only record where our visitors come from geographically
and what pages they visit to help us provide better content to you. We do not store or keep
any personal information on our site and do not retain personal medical information or
credit card information.



Do we disclose any information to outside parties?

We do not sell, frade, or otherwise transfer to outside parties your personally identifiable
information. This does not include trusted third parties who assist us in operating our website,
conducting our business, or servicing you, so long as those parties agree to keep this
information confidential. We may also release your information when we believe release is
appropriate to comply with the law, enforce our site policies, or protect ours or others rights,
property, or safety. However, non-personally identifiable visitor information may be provided
to other parties for marketing, advertising, or other uses.

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND
DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION
PLEASE READ IT CAREFULLY

The Health Insurance Portability & Accountability Act of 1996 ("HIPAA") is a Federal program
that requests that all medical records and other individually identifiable health information
used or disclosed by us in any form, whether electronically, on paper, or orally are kept
properly confidential. This Act gives you, the patient, the right fo understand and control
how your personal health information ("PHI") is used. HIPAA provides penalties for covered
entities that misuse personal health information.

As required by HIPAA, we prepared this explanation of how we are to maintain the privacy
of your health information and how we may disclose your personal information.

We may use and disclose your medical records only for each of the following purposes:
freatment, payment and health care operation.

Treatment means providing, coordinating, or managing health care and related services by
one or more healthcare providers. An example of this would include referring you to a
refina specialist.

Payment means such activities as obtaining reimbursement for services, confirming
coverage, billing or collections activities, and utilization review. An example of this would
include sending your insurance company a bill for your visit and/or verifying coverage prior
to a surgery.

Health Care Operations include business aspects of running our practice, such as
conducting quality assessments and improving activities, auditing functions, cost
management analysis, and customer service. An example of this would be new patient
survey cards.

The practice may also disclose your PHI for law enforcement and other legitimate reasons
although we shall do our best to assure its continued confidentiality to the extent possible.

We may also create and distribute de-identified health information by removing all
reference to individually identifiable information.

We may contfact you, by phone or in writing, to provide appointment reminders or



information about treatment alternatives or other health-related benefits and services, in
addition to other fundraising communications, that may be of interest to you. You do have
the right to "opt out" with respect to receiving fundraising communications from us.

The following use and disclosures of PHI will only be made pursuant to us receiving a written
authorization from you:

Most uses and disclosure of psychotherapy notes;

Uses and disclosure of your PHI for marketing purposes, including subsidized treatment and
health care operations;

Disclosures that constitute a sale of PHI under HIPAA; and

Other uses and disclosures not described in this notice.

You may revoke such authorization in writing and we are required to honor and abide by
that written request, except to the extent that we have already taken actions relying on
your authorization.

You may have the following rights with respect to your PHI.

e The right to request restrictions on certain uses and disclosures of PHI, including those
related to disclosures of family members, other relatives, close personal friends, or
any other person identified by you. We are, however, not required to honor a
request restriction except in limited circumstances which we shall explain if you ask. If
we do agree to the restriction, we must abide by it unless you agree in writing to
remove it.

¢ The right to reasonable requests to receive confidential communications of

Protected Health Information by alterative means or at alternative locations.

The right to inspect and copy your PHI.

The right fo amend your PHI.

The right to receive an accounting of disclosures of your PHI.

The right to obtain a paper copy of this notice from us upon request.

The right to be advised if your unprotected PHI is intentionally or unintentionally

disclosed.

If you have paid for services "out of pocket", in full, and you request that we not disclose PHI
related solely to those services to a health plan, we will accommodate your request, except
where we are required by law to make a disclosure.

We are required by law to maintain the privacy of your Protected Health Information and o
provide you the notice of our legal duties and our privacy practice with respect to PHI.

This notice if effective as of Septemlber 1, 2013 and it is our intention to abide by the terms of
the Notice of Privacy Practices and HIPAA Regulations currently in effect. We reserve the
right to change the terms of our Notice of Privacy Practice and to make the new nofice
provision effective for all PHI that we maintain. We will post and you may request a written
copy of the revised Notice of Privacy Practice from our office.

You have recourse if you feel that your protections have been violated by our office. You
have the right to file a formal, written complaint with office and with the Department of



Health and Human Services, Office of Civil Rights. We will not retaliate against you for filing a
complaint.

If you believe we have violated your medical information privacy rights, you have the right
to file a complaint with our office or directly to the Secretary of Health and Human Services.

Office for Civil Rights

U.S. Department of Health and Human Services
200 Independence Ave. S.W.

Room 509F, HHH Building

Washington, D.C. 20201

Feel free to contact the Practice Compliance Officer for more information, in person orin
writing.

Radiant Complexions Dermatology Clinic
Practice Compliance Officer

6000 University Ave Ste 350

West Des Moines, |1A 50266

(515) 226-3116

Subscription to our newsletters

When submitting appointment requests and other forms, fo Radiant Complexions
Dermatology, lowa Dermatology, Mid-lowa Dermatology and our other partners you will be
given the opportunity to opt-in to newsletter and promotional mailing opportunties. If you
choose to opt-in, your name and e-mail address may be stored, as well as your preferred
clinic. The personal data collected as part of a registration for the newsletter will only be
used fo send our newsletter and other promotional offers requested. In addition, subscribers
to the newsletter may be informed by e-mail, as long as this is necessary for the operation of
the newsletter service or a registration in question, as this could be the case in the event of
modifications to the newsletter offer, or in the event of a change in technical
circumstances. There will be no fransfer of personal data collected by the newsletter service
to third parties. The subscription to our newsletter may be terminated by the data subject at
any fime. The consent to the storage of personal data, which the data subject has given for
shipping the newsletter, may be revoked at any time. For the purpose of revocation of
consent, a corresponding link (‘unsubscribe’) is found in each newsletter. It is also possible to
unsubscribe from the newsletter at any time directly on the website of the confroller, or to
communicate this to the controller in a different way.

Data protection provisions about the application and use of Google-AdWords

On this website, the controller has infegrated Google AdWords. Google AdWords is a
service for Internet advertising that allows the advertiser to place ads in Google search
engine results and the Google advertising network. Google AdWords allows an advertiser to
pre-define specific keywords with the help of which an ad on Google’s search results only
then displayed, when the user utilizes the search engine to retrieve a keyword-relevant



search result. In the Google Advertising Network, the ads are distributed on relevant web
pages using an automatic algorithm, taking into account the previously defined keywords.

The operating company of Google AdWords is Google Inc., 1600 Amphitheatre Pkwy,
Mountain View, CA 94043-1351, UNITED STATES.

The purpose of Google AdWords is the promotion of our website by the inclusion of relevant
advertising on the websites of third parties and in the search engine results of the search
engine Google and an insertion of third-party advertising on our website.

If a data subject reaches our website via a Google ad, a conversion cookie is filed on the
information technology system of the data subject through Google. The definition of
cookies is explained above. A conversion cookie loses its validity after 30 days and is not
used fo identify the data subject. If the cookie has not expired, the conversion cookie is
used fo check whether certain sub-pages, e.g, the shopping cart from an online shop
system, were called up on our website. Through the conversion cookie, both Google and
the controller can understand whether a person who reached an AdWords ad on our
website generated sales, that is, executed or canceled a sale of goods.

The data and information collected through the use of the conversion cookie is used by
Google to create visit statistics for our website. These visit staftistics are used in order to
determine the total number of users who have been served through AdWords ads to
ascertain the success or failure of each AdWords ad and to optimize our AdWords ads in
the future. Neither our company nor other Google AdWords advertisers receive information
from Google that could identify the data subject.

The conversion cookie stores personal information, e.g. the Internet pages visited by the
data subject. Each time we visit our Internet pages, personal data, including the IP address
of the Internet access used by the data subject, is transmitted to Google in the United
States of America. These personal data are stored by Google in the United States of
America. Google may pass these personal data collected through the technical procedure
to third parties.

The data subject may, at any time, prevent the sefting of cookies by our welbsite, as stated
above, by means of a corresponding setting of the Internet browser used and thus
permanently deny the setting of cookies. Such a sefting of the Internet browser used would
also prevent Google from placing a conversion cookie on the information technology
system of the data subject. In addition, a cookie set by Google AdWords may be deleted
at any time via the Internet browser or other software programs.

The data subject has a possibility of objecting to the interest based advertisement of
Google. Therefore, the data subject must access from each of the browsers in use the
link www.google.de/settings/ads and setf the desired settings.

Further information and the applicable data protection provisions of Google may be
retrieved under https://www.google.com/intl/en/policies/privacy/.

Data protection provisions about the application and use of Facebook

On this website, the controller has integrated components of the enterprise Facebook.
Facebook is a social network.


http://www.google.de/settings/ads
https://www.google.com/intl/en/policies/privacy/

A social network is a place for social meetings on the Internet, an online community, which
usually allows users to communicate with each other and interact in a virtual space. A
social network may serve as a platform for the exchange of opinions and experiences, or
enable the Internet community to provide personal or business-related information.
Facebook allows social network users to include the creation of private profiles, upload
photos, and network through friend requests.

The operating company of Facebook is Facebook, Inc., 1 Hacker Way, Menlo Park, CA
94025, United States. If a person lives outside of the United States or Canada, the controller is
the Facebook Ireland Ltd., 4 Grand Canal Square, Grand Canal Harbour, Dublin 2, Ireland.

With each call-up to one of the individual pages of this Internet website, which is operated
by the confroller and into which a Facebook component (Facebook plug-ins) was
integrated, the web browser on the information technology system of the data subject is
automatically prompted to download display of the corresponding Facebook component
from Facebook through the Facebook component. An overview of all the Facebook Plug-
ins may be accessed under https://developers.facebook.com/docs/plugins/. During the
course of this technical procedure, Facebook is made aware of what specific sub-site of
our website was visited by the data subject.

If the data subject is logged in at the same time on Facebook, Facebook detects with
every call-up to our website by the data subject—and for the entire duration of their stay on
our Internet site—which specific sub-site of our Internet page was visited by the data
subject. This information is collected through the Facebook component and associated
with the respective Facebook account of the data subject. If the data subject clicks on one
of the Facebook buttons infegrated into our welbsite, e.g. the “Like” button, or if the data
subject submits a comment, then Facebook matches this information with the personal
Facebook user account of the data subject and stores the personal data.

Facebook always receives, through the Facebook component, information about a visit to
our website by the data subject, whenever the data subject is logged in at the same time
on Facebook during the time of the call-up to our website. This occurs regardless of whether
the data subject clicks on the Facebook component or not. If such a transmission of
information to Facebook is not desirable for the data subject, then he or she may prevent
this by logging off from their Facebook account before a call-up to our website is made.

The data protection guideline published by Facebook, which is available

at https://facebook.com/about/privacy/, provides information about the collection,
processing and use of personal data by Facebook. In addition, it is explained there what
setting options Facebook offers to protect the privacy of the data subject. In addition,
different configuration options are made available to allow the elimination of data
fransmission to Facebook, e.g. the Facebook blocker of the provider Webgraph, which may
be obtained under hitp://webgraph.com/resources/facebookblocker/. These applications
may be used by the data subject to eliminate a data transmission to Facebook.

Data protection provisions about the application and use of Twitter

On this website, the conftroller has integrated components of Twitter. Twitter messages
(tweets) are available for everyone, including those who are not logged on to Twitter. The
tweets are also displayed to so-called followers of the respective user. Followers are other
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Twitter users who follow a user’s tweets. Furthermore, Twitter allows you to address a wide
audience via hashtags, links or retweets.

The operating company of Twitter is Twitter, Inc., 1355 Market Street, Suite 900, San
Francisco, CA 94103, UNITED STATES.

With each call-up to one of the individual pages of this Internet site, which is operated by
the controller and on which a Twitter component (Twitter button) was integrated, the
Internet browser on the information technology system of the data subject is automatically
prompted to download a display of the corresponding Twitter component of Twitter. Further
information about the Twitter buttons is available

under hitps://about.twitter.com/de/resources/buttons. During the course of this technical
procedure, Twitter gains knowledge of what specific sub-page of our website was visited by
the data subject. The purpose of the integration of the Twitter component is a retransmission
of the contents of this welbsite to allow our users to infroduce this web page to the digital
world and increase our visitor numbers.

If the data subject is logged in at the same time on Twitter, Twitter detects with every call-up
to our website by the data subject and for the entire duration of their stay on our Internet
site which specific sub-page of our Internet page was visited by the data subject. This
information is collected through the Twitter component and associated with the respective
Twitter account of the data subject. If the data subject clicks on one of the Twitter buttons
integrated on our website, then Twitter assigns this information to the personal Twitter user
account of the data subject and stores the personal data.

Twitter receives information via the Twitter component that the data subject has visited our
website, provided that the data subject is logged in on Twitter af the time of the call-up to
our website. This occurs regardless of whether the person clicks on the Twitter component or
not. If such a transmission of information to Twitter is not desirable for the data subject, then
he or she may prevent this by logging off from their Twitter account before a call-up to our
website is made.

The applicable data protection provisions of Twitter may be accessed
under https://twitter.com/privacyglang=en.

Online Privacy Policy Only
This online privacy policy applies only to information collected through our website and not
to information collected offline.

Your Consent
By using our site, you consent to our privacy policy.

Changes to our Privacy Policy

If we decide to change our privacy policy, we will post those changes on this page, and/or
update the Privacy Policy modification date below.

This policy was last modified on 5/25/2018.

Contacting Us
If there are any questions regarding this privacy policy you may contact us using the
information below.

www.radiantcomplexions.com
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6000 University, Suite 350

West Des Moines , |A 52556

United States
marketing@radiantcomplexions.com
(515) 226-3116
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